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Thesis

Creating tools with strong security guaranties
which exploits the benefits obtained by
combining confidential information without
compromising it, is feasible and useful.
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secure Multiparty
Computation

e n parties P1,...,Pn wish to jointly compute the
computable function: f(x1,...,xn)

e Party Pionly knows the input value xi which
must be kept secret from the other parties.

e HEven if some adversary has power to corrupt
some subset of the parties
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The Millionaire’s
Example
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SMC Solves Problems

e Auctions
e Distributed Voting
e Matchmaking

e Benchmarking
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Conceptual Model

Clients -7 Server
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Client Identity
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The Millionaire’s Example
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Security

o Identity property

e Commutative pI’OpePty Clients

e Adversary may:

e Observe physical
state of the server

e Not observe private
and secret values
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Adversary Traces

o A sequence of states
of an entire
computation

e Secret values are
masked out

e Private state of
clients not available

e No declassification
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Adversary Traces o
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Identity Property

e P’=p” - LOow equiv.

e Traces must be
identical

e Prevents attacks
which are a function of
the trace (e.g. timing)

e Requires basic
operations
independent of
arsuments
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Commutative Property

e Soundness of secret
representation
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Ensuring Security

e Carefully crafted semantics

e Static analysis of well-typed SMCL
programs
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Semantics

e Conditionals are a if (b) {
source of differences X =Y;
in trace ]
» Execute both el}s{e={z.
branches } ’
e Termination X=b*y + ( 1 -b) * 7
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G+ (f(@) {} else {C2}, Uthen, S) —com., (@) {} else {C3}, S', Uthen, S)

(IF—SBOOL—ELSE)

U-S/ = S[.L’ = * Uthen(a:) + (1 - ) * Uelse(x)]
V€ S| Uth@n(m) =V = Uelse(x) Vv Uthen(m) — A\ Uelse(x) -
GF <1f() {} else {}7 Ueises Uthen, S> “7COMyy <J‘S/>

(IF—SBOOL—PHI)
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Hoistability

e Branches must agree on public side-effects
e Assignment to public variables
e Communication
e Function calls

e While loops and recursion with secret condition - not
allowed
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I't Fe: (bool,S, v, t0)-exp

'y F Cy: (PL,NIO)-cmd 'y F Cy: (PL,NIO)-cmd

'y Fif (e) {C1} else {C2} : (PLA v, 0)-cmd

(TIF—SE(‘RET)

It Fe: (bool, P, vy, tog)-exp
Iy = Cy: (v1,t01)-cmd 'y - Cs: (19, t09)-cmd

2 2
L0;)-cmd
0

(TIF-PUBLI(‘)
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Semantic Security

e Ideal computations are ,
inefficient Ideal computation

e Prove that a pragmatic
version reveals same
information as the
ideal version

e Agsist the
programmer

open(e|x,y,z)
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Future Work

e SMCL
e Formalize Adversary traces
e Dynamic groups
e Secret compound datatypes
e More elaborate examples

e SecRas

e SVM, SPL...
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Conclusion

e A DSL for SMC
e High-level abstractions
e Strong security guaranties

o Useful in practice
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